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Sensor Arrangement for Detecting a Liquid on a Surface 

5 

STATE OF THE ART 

The present invention relates to a sensor arrangement for detecting a liquid on a surface. In particular, 
the present invention relates to an infrared intrusion detection system having such a sensor for detect- 
10 ing a sabotage of the infrared intrusion detection system via such a liquid film. 

Although the present invention can in principle be applied to any sensor arrangement for detecting a 
liquid on a surface, flie invention and its underlying problems wiU hereinafter be explained with regard 
to a precaution measure against spray attacks on infrared intrusion detectors. 

15 

Passive infrared intrusion detectors are commonly used to monitor areas at specific times, for example 
museums, banks and industrial areas during the night. Such infrared intrusion detectors ate able to 
detect infrared body radiation in the mid mfrared range fixMoa approximately 6 to 15 imm. A sketch of 
such an infrared intrusion detector is illustrated in Fig. 1 . It primarily consists of an infrared detector 
20 91 in a housing 90 having an entrance window 92. Thus, the body radiation of a person bypassing the 
infrared sensor falls onto the infrared sensor 91. Its light induced electric signals are compared to 
threshold values and an intmsion alarm signal may be initiated accordingly. 

During the day, the infirared intrusion detectors are usually in a stand-by mode such that people may 
25 pass the respective areas without initiating an alarm. At this time, the entrance windows 92 can be 
masked with a solid cover. However, these covers can be easily spotted by the security persomieL 
Another sabotage technique uses sprays 94 deposited onto the surface of the entrance window 92. 
These liquids are opaque in the range fix)m 6 to 15 jtm, thus rendering the infrared sensor 91 virtually 
blind. Additionally, they may be transparent in the visual wavelength range. Thus the spray can not be 
30 detected by the security staff". Such a sabotage is most likely to be successful. 

EP 0 660 284 Bl monitors the transmission of an entrance window of an infrared intrusion detection 
system by a near infra-red light emitter placed in front of the entrance window and a corresponding 
light detector placed opposite to the light emitter at the backside of the entrance window. The wave- 
3 5 lengtii of the near infra-red emission is chosen not to interfere with the mid infta-red light detector of 
the infrared intrusion detection system. Thus, this device is not able to detect a liquid being clear or 
transparent in a near infrared but opaque in the mid-infrared range. 
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US 5,942,976 uses a light soxirce and a light scaasor, wherein an optical difiBraction grating structure 
focuses first- and higher-order di£Graction rays of a light source onto the light sensor. This focusing 
effect vanishes when a spray is applied onto the grating structure. The drop in Ihe detected light inten- 
5 sity triggers a sabotage alarm signal. Disadvantageously, these dififractive structures are difficult to 
manu&cture in low-cost plastic material and are not very reliable due to their high sensitivity to dust 
and greasy atmosphere. 

US 5,499,016 detects the radiation of a reflection at the entrance window by iUuminating the outside 
10 of the window with a near infrared light mdtter. This technique can be only applied when the entrance 
window is plan, however, now the shape of the entrance windows is oflen curved. Additionally, this 
detection system is not sensitive to a spray being transparent in the near infrared range. 

EP 0 817 148 Bl uses light-conducting means in the area of the entrance window. A spraying attack 
15 changes the reflection properties of the light pipes and thus the guiding properties. The detection of 
these guiding properties may be used for generating an alarm signal. However, the reflection proper- 
ties are not very sensitive to a spray being transparent in the visual wavelength range. 

ADVANTAGE OF THE PRESENT INVENTION 

20 

The present invention provides an improved sensor of detecting a coverage of a sur&ce wifli a liquid 
jSlm. The sensor shows the features of claim 1 . s> 

The sensor arrangement according to the present invention comprises at least one transparent eleva- 
25 tion, which is formed on the surface. The transparent elevation is made of a first transparent material. 
A first facets of the transparent elevation defines a first angle with the surface. This first angle is larger 
than an angle at which a total (internal) reflection occurs at an inter&ce of the first transparent material 
and air and is at the same time smaller at an angle at which a total reflection occurs at an interface of 
the first transparent material and the liquid. A li^t source is arranged for emitting an incident ray into 
30 a first direction passing through the surface into the transparent elevation such that in presence of a 

liquid at the first facet an incident ray will be transmitted through the first facet, wherein in absence of 
a liquid the incident ray wiU be reflected due to a total reflection at the facets. Additionally, a light 
detector is provided for detecting the reflected ray. 

35 A principle idea behind the present sensor resides in the fact that a total reflection at the elevations 

vanishes when a liquid is deposited onto the elevations. A total reflection at the interface elevation air 
occurs at smaller angles than for mterfaces of an elevation to liquid. The first angles are carefuUy cho- 
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sen to be sufficiently large such that an incident ray will be subdued to a total reflection at an eleva- 
tion-air interface. However, the first angles do not exceed an angle such that a total reflection at an 
elevation-liquid interface may occur. 

In a refinement the elevation are formed wilh a triangular or trapezoid cross-section. A particular suit- 
able shape is a tetrahedron shape. These elevations provide three facets back-reflecting an incident ray 
substantially to its emission point in three dimensional space. The first direction may be substantially 
perpendicular to the surface. 

According to a preferred embodiment at least one second elevation having a second facet is formed 
adjacent to a first facet of a first elevation wherein the second facet defines a second angle wilh the 
surface, wherein the second angle is larger than 75°, such lhat capillarity effects are enhanced. The 
capillarity effect improves a uniform dispersion of a liquid on Ihe surface and the elevations. 

According to refinements the first transparent material of the elevations has a refractive index of more 
than about 1.5 and Ihe first angle is in the range of 42*" to 60°. 

According to a refinement the angle between the 3 upper facets of the tetrahedron elevations are dif- 
ferent than 90°. Thus the reflection at the elevations has a slightly angular dispersive character and the 
reflected rays are not exactiy anti-parallel to the incident rays. Thus reflected and incidents rays are 
spatially separated and mirrors or the like can be used to separate the reflected flrom the incident rays. 

In a preferred embodhnent a second tight detector is provided for detecting a ray reflected at an object 
placed in firont of the elevations. Thus a non-liquid object may be detected due to their reflective and 
scattering surface properties reflecting tight from rays emitted by the tight source. It can be assumed 
that there will be always a fraction of tiie rays passing the elevations due imperfections in their manu- 
facturing process or by flat areas provided by purpose. 

In an other embodiment the second elevations are provided with a top facet being substantially parallel 
to the surface or regions such that a ray emitted via a signalizing optical light source passes the eleva- 
tion at the top facet 

In a refinement the light source and/or the tight detector comprises a wave guide. 
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DRAWINGS 

Embodiments of this invention wUl be explained in further detail wilii respect to the accompanying 
Figures. In the Figures: 

Fig. 1 depicts a commonly known infrared intrusion detector for illustrating an underlying problem of 
the present invention; 

Fig. 2 graphically illustrates principles of a total reflection; 

Fig. 3 illustrates a cross-section of a first embodiment of the present invention; 

Fig. 4 illustrates the first embodiment in largpr scale; 

Fig. 5 to Fig. 9 illustrate cross-sections of further embodiments of the present invention; 

Fig. 10 - Fig 1 1 illustrate a partial cross-sections of further refinement of the present invention; and 

Fig. 12 illustrates a partial cross-section of a fiirther embodiment. 

Fig. 13 is a perspective view of a preferred embodiment 

Fig. 14a- 14c illustrate a back-reflection in the preferred embodiment of Fig. 13; and 
Fig. 15 illustrates a reflection at just two fiacets of a tetrahedron. 
DETAILED DESCRIPTION OF THE EMBODIMENTS 

In the Figures, identical reference signs denote identical or equivalent parts, if not denoted otherwise. 

A basic physical principle used in all embodiments of the present invention is a total reflection of a ray 
at an interface formed by two transparent materials having a different refiractive index. Fig. 2 sche- 
matically illustrates this commonly known effect. A first material A and a second material B are form- 
ing an interface I. A first refractive index ni of the first material A is lower than a second refiactive 
index n2 of the second material B. Fig. 2 illustrates two rays ri, ra starting in flie second material B, 
which both are directed towards the interface L The first ray ri and the second ray ra are defining a first 
incident angle ji and a second incident angle Y2, respectively, with respect to a normal of the interface 
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1. The first incident angle 71 is smaller than a critical angle y, wherein the second incident angle 72 is 
larger than this critical angle y. It is observed that the first mcident ray ri passes the interface I into the 
first material A and is subdued to a refi-action. In contrast thereto, the second ray t2 is subdued to a 
total reflection at the interface I and does not leave the second material B. The relevant critical angle y 
5 depends on the refiractive index of the two materials and increases with the quotient of the first refi:ao- 
tive index to the second refiractive index according to the formula: 

sm(Y) = — - 

10 It is relevant for the present invention that the critical angle depends on the first material A, i.e. its 
refiractive index ni. 

For simplicity of the following description it is assumed that light moves only in the plane of the draw- 
ings. However, the principle idea holds true for a three dimensional description as well. A brief com- 
15 ment on differences of the two and the three dimensional world will be given in one of the last para- 
graphs. 

Fig. 3 illustrates a partial cross-section of a first embodiment of the present invention. A housing 1 
having a firont side 2 is provided. This housing 1 may be for example a housing of an infirared intrusion 

20 detection system and the firont side 2 one of its entrance windows. In the front side 2 a transparent 
body 11 is arranged. On the principal surface of the transparent body 11 transparent elevations are 
formed. The elevations 12 may have a triangular cross-section wherein tips of the triangles are point- 
ing away from the housing 1. Both the transparent body 1 1 and the transparent elevations 12 may be 
formed of a transparent plastic material or a glass. A light source 13 and a respective light detector 14 

25 are placed in the housing 1 . Light rays r of the light source 13 are emitted in direction to the transpar- 
ent body 1 1 and the transparent elevations 12. The tay r may pass the elevations 12 or be reflected by 
the transparent elevations 11. in latter case the reflected ray f is detected by the light detector 14. An 
encapsulation 10 may surround the light source 13 and the light detector 14 for shielding against an 
incidence of light from other sources. Optionally, an opaque shield 15 is placed between the Ught 

30 source 13 and the light detector 14 such that a direct emission of light towards the detector 14 is cir- 
cumvented. 

Figure 4 illustrates the elevations 12 and the transparent body 1 1 in larger scale. The principles of the 
elevations 12 hereinafter will be explained in fiill detail. The transparent elevations 12 are formed on a 
35 principal surface 100 of the transparent body 1 1 . The elevations 12 and the transparent body 1 1 may 
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be in one piece and of the same second material B. But they can be of different materials as well. The 
second material B is preferably a transparent polymer, e.g. polymethyl melhacrylate (PMMA) having 
a refractive index of 1 .49 or a glass having a refractive index of 1 .5 or greater. 

5 In this embodiment a cross-section of the transparent elevations 12 shows a triangular shape having 
opposing facets 110 and 1 1 1 . In olher refinements the qpposmg facets 1 10, 1 1 1 may form a tr^ezoid 
cross-section. The tilted opposing fecets 1 10, 1 1 1 are defining pitch angles a and p, respectively, with 
respect to the principal surface 100. In this given ex^plary embodiment, these pitch angles are all of 
45''. It should be stated, that the first and the second pitch angle may be different from each other. 

10 Further, the pitch angles may be in a range starting from 42° up to 60°, as will be explained herein 
after. 

Figure 4 illustrates two different situations. At Ihe right side the elevations are in direct contact to air 
A and on the left side the elevations are fiiUy covered by a liquid C. The liquid C may be a solution of 

15 a spray deposited onto a infirared intrusion detection system and partially on its liquid sensor. Air A 
has a refractive index in the range of 1 .0 to 1 .06. Liquids have a refiactive index starting at 1 .3, at pre- 
sent no liquid is known to have a smaller refractive index. The second refractive index na of the eleva- 
tions 12 is about 1.5, as outlined herein above. According to the given formula the critical angle Yea of 
an interface elevation to aur is about 42° and the critical angle Yei of an interface elevation to liquid is 

20 greater than 60°. 

R%s r are emitted from the light source (not shown) in direction substantially vertical to the principal 
surface. Or, in other words the incident angles of the rays r on the fecets 1 10, 11 1 correspond to the 
pitch angles a, p. The pitch angles are larger than 42°, but smaller than 60°. 

25 

Thus for an elevation covered by a liquid C the incident angle of the ray r is smaller than the critical 
angle Yea (left side). The ray r is refiracted and passes through the liquid C into the air A. It is assumed 
that the surface of the liquid C at its interface to air A is almost flat and substantially in parallel to the 
principal surface. Therefore, the refracted ray has a small incident angle at the liquid-air interface and 
30 the ray is not subdued by a total reflection at the hquid-air iuterface. 

In contrast thereto, the incident angle of the ray r is larger than the critical angle Yea of an interface 
elevation-air (right side). The ray r is reflected by a first fecet 1 10 and a second time by a second fecet 
1 10 opposing the first facet 1 10. In case of pitch angles oc, (5 of about 45% the reflected ray r* is re- 
35 fleeted or mirrored in a direction parallel to the incident ray r, or be inclined with respect to the inci- 
dent ray r by a few degrees. The light detector is arranged such that it detects the refiracted ray r\ An 
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according signal processing system registers the ray f on the detector. In absence of the ray r' or for an 
intensity below a threshold value an alarm signal is generated. 

Iq Fig. 5, a further refinement of Hie present invention is illustrated. Transparent elevations 22 are 
5 provided on a principal surfece 120 of a transparent body 21 . A bottom surface 121 arranged opposite 
to the principal surface 120 is inclined by about 45'' to the principal surface 120. A waveguide 26 is 
provided in direct contact to the bottom surface 121 such that light is emitted firom the waveguide 26 
in a direction substantially perpendicular to the principal surface 120. An opening of the waveguide 26 
is directed towards a light source 23. The waveguide 26 and the transparmt body 1 1 may be formed as 
10 one piece. Rays r' reflected by the elevations 22 are reflected by the bottom surface 121 due to a total 
reflection or a reflective coating at the bottom surface 121. An additional mirror 27 is provided to redi- 
rect the ray f towards a light detector 24. The diameter 62 of the waveguide 26 may be in tiie range of 
2 mm wherein the area of the top 120 surface has a diameter di of about 6 mm. The properties and 
achievements of the elevations correspond to description given along with the figures 3 and 4. 

15 

Another refinement of the present invention is iUustrated in Fig. 6. A transparent body 31 is provided 
having two protrusions or waveguides 36, 37 attached to two surfaces. One of these surfaces 131 is 
inclined by 45° with respect to a principal surface of the transparent body 3 1 and the other surface is 
substantially perpendicular to the principal surface. On said principal surface transparent elevations 
20 are provided. The transparent body 3 1 , the waveguides and the elevations may be one piece. A light 
source 33 and a light detector 34 are arranged to emit light into one of the waveguides and to detect 
light lescmig the other waveguide, respectively. The body 31 is arranged in a housing 1 wherein the 
elevations 32 are projecting out of a firont side 2 of tiie housing. 

25 A further refinement is illustrated in Fig. 7. Optical fibres 46, 47 are connected to a light source and a 
light detector (not shown). The open endings of the fibres 46, 47 are arranged and formed such that 
light is emitted from the fibres and into the fibres in a direction substantially perpendicular to a prind- 
pal surface of the transparent body 41. The endings of the fibres may be bent upwards in a direction to 
the principal surface. 

30 

The embodiment of fig 6 may be varied such that both wave guides 36', 37' are arranged to guide the 
rays to a light source and a light detector distant to the elevation 32' (fig. 8). 

A further embodiment of the present invention is illustrated in Fig. 9. The aforementioned embodi- 
35 ments and refinements are all perfectly suitable for the detection of a deposition of a liquid or a spray 
onto the principal surface. However, a masking S, e.g. a tissue or a rigid cover, placed over or in fi:ont 
of an infirared intrusion detection system, would not be detected by Ae liquid sensor. This embodi- 
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meat, therefore, uses an additional second light sensor 55 placed aside to the liquid sensor having ac- 
cording to the above embodiments a light source 53, a light sensor 54, a transparent body 51 and ele- 
vations 52. The second light saisor 55 is shielded from the elevations 52 such that no light of total 
reflections is scattered towards this second light sensor 55. 

5 

There is always at least a small fraction of light from the light source 55 which is not subdued to a 
total reflection at the transparent elevations. This may be caused by imperfections of the transparent 
elevations 52 or by areas of the principal surface on which no elevations are placed. Thus, a ray t emit- 
ted from the light source 53 falls on a masking S and is scattered or reflected by its surface back to- 
10 wards the infrared intrusion detection system and the second light detector 55. The second light detec- 
tor 55 registers a difference of the Ught intensity to a threshold value. Accordingly, a sabotage alarm 
may be initiated. The second light detector 55 is placed below the entrance window 56 of the infrared 
intrusion systatn. This entrance window 56 scatters the light t* towards the second light detector 55. 

15 A further refinement of the present invention is illustrated in Fig. 10. The status of the liquid sensor 
and/or an infrared intrusion detection system may be indicated by signalhng Hght sources 65. Rays s 
emitted by these signalling light sources 65 would be mirrored by the transparent elevations 62. There- 
fore, areas 200 of the principal surface 160 are planar and/or not provided with elevations. 

20 A further refinement is illustrated in Fig. 11. First transparent elevations 72 are arranged on a principal 
surface 170. These first transparent elevations are provided with first facets 172, 173 defining pitch 
angles oc, p with respect to the principal surface 170 whereiBu^the pitch angles oc, p are in the range of 
42"* to 60°. Adjacent to the first transparent elevations 72 a second type of elevations 79 is arranged. 
Their second facets 179 are defining a pitch angle cp which is larg^ than 60°, preferably larger than 

25 75°. Thus, a gap 202 between a first facet 171, 172 and a second facet 179 has a smaller volume than a 
g^ 201 between to first facets 171, 172. 

La most cases the liquid sensor will be placed with its principal surface 170 in parallel to a wall. There- 
fore, it must be ensured that a liquid or a spray does not flow away due to gravity. Further, preferably, 

30 most of the principal surface 170 should be covered by a deposited liquid C. By reducing the gaps 202 
between the elevations a smaller amount of liquid will be sufficient to fiilly cover the first fecets 17 1 , 
172 such that the adhesive forces of the liquid to the elevations are stronger than the weight of the 
liquid. Additionally, csqpillarity effects are increased by the smaller gaps 202 and the liquid will be 
more uniformly dispersed over the principal surface 170. An elevation may be provided with two op- 

35 posing first facets and second facets. By a corresponding orientation of neighbouring elevations a first 
facets are arranged adjacent to a second &cet. 
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A top facet of the second elevation 79 may be substantially in parallel to the principal surface 170. 
These top facets are forming transparent windows for rays s of a signalling light source 75 in the hous- 
ing 1. 

5 Up to now, it was ignored that there might be a total reflection at the interface liquid air. In principle 
this total reflection mirrors a ray r back to the light detector. In consequence the light detector detects 
the same intensity irrespective if a liquid is deposited on the principal surface. A detailed analyse 
shows that for the above embodimrats a total reflection at the interface liquid air occurs only when the 
liquid forms a layer of uniform thickness on the facets or its thickness increases from the principal 

10 surface in direction to the tips of the elevations. In other words, the slope of the interface liquid air 
increases from the principal surface to the tips of the elevations. A careful analyse for tetrahedronr 
shaped elevations shows that the slopes have to dififer by at least 20°. Adhesive forces tend to maintain 
the liquid C close to the principal surface where the g^p 201, 202 is narrower thus providing at least 
partially the necessary difference of the slopes. The adhesive forces have a larger effect for smaller 

1 5 elevations. Therefore, the facets are having a diameter of less than 5 mm or even less than 1 nun. Ad- 
ditionally, the g^s between the elevations become filled by small amounts of liquid akeady. 

Fig. 12 illustrates the most simplified embodiment of the present invention. An elevation 82 provides 
one facet 171 only forming an inclined angle a with the first surface 100 in the range of 42° to 60°. In 
20 contrast to the above embodiments the ray r emitted by the light source 83 will not be back reflected, 
but wiU propagate substantially in parallel to the first surface 100. Therefore, a different arrangement 
of the light detector 84 is necessary. Either the detector 84 is placed close to the first surfece or addi- 
tional reflective devices are provided to guide the reflected ray r'. 

25 The above description only deals with a two-dimensional description of the elevations. However, one 
of the most preferred shapes of the elevations is a tetrahedron shape or comer-cube shape (Fig 13). 
Thus three facets are reflecting consecutively the ray and directing the ray substantially back towards 
the light source. For the following the most preferred situation is assumed. All facets are forming an 
angle of 54.73° with respect to the first surface and angles of 90° with respect to each other. Fig. 14a- 

30 14c are illustrating three consecutive reflections 201 , 202, 203 at facets 191 , 192, 193 of a tetrahedron 
92. The incident my r is perpendicular to the first facet 191 and the incident angle is therefore 54.73°. 
The ray is incident on the other two fecets 192, 193 at an angle of 54.73° as weU. In this case the ray 
wiU be perfectly retro-reflected. 

35 Fig. 15 illustrates that some rays may be incident only on two of the three facets. Most of these rays 
will leave the elevations, however, some may be recollected and reused. 
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It should be stated tliat variations of the incident angle or the inclination angle lead to a conq)lex re- 
flection pattern of the rays. A careful analyse shows that, with the use of non-perfect collfanated 
source, a fraction of the rays will be transn^tted in absence of a liquid as well. But a major part will 
be reflected and thus provide a reliable detection principle for a liquid. 

5 

Although the present invention has been described along with preferred embodiments this invention is 
not limited thereon. 

In particular other transparent materials for the elevations having different refractive index may be 
10 chosen for the transparent elevation. The range of the pitch angles has to be adapted correspondingly. 
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r, r\rl,r2, s,t 



ray 



incident angle 



% Tel, Yel 



a, p 



A 



B 



critical angle 



first pitch angle 



second pitch angle 



interlace 



first material (air) 



second material (transparent solid) 



O 



liquid 



object 



11,21,31,41,51,61,71 



12, 22, 32, 42, 52, 62, 72, 82, 92 



13,23, 33,43, 53,63, 73, 83 



14, 24, 34, 44, 54, 64, 74, 84 



15 



26, 36, 37 



27 



46,47 



55 



65, 75 



79 



90 



91 



92 



94 



masking 



hotising 



firont side 



transparent body 



transparent first elevation 



light source 



light detector 



opaque barrier 



wave guide 



mirror 



optical fibre 



second light detector 



signalling light source 



second elevation 



housing 



light detector 



entrance window 



spray 



110, 111, 171, 172, 181, 191, 192, 193 



first &cet 



wo 2007/000187 — _ PCT/EP2005/053042 

311804 12 



lUU, lOU, 1 /u 




121, 131 


inclined surface 


179 


second facet 


200 


area 


201, 202 


gap 



